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COMPROQOTware: Testtool

General
General

=~ CPTT is an integrated testtool for transmission protocols of telecontrol systems
= ... combines different protocols in one user interface
= ... simulates master or slave station of a telecontrol system

& COMPROTware:Testtool - Hongkong - File: L:\ ... \dnp3_001_mlg

File Edit Operate Extra Help R

11:11:33.963
Used protocol profile: "DNP3-1999: Source Addr.: 1, Destination Addr.: 1"
Used timeout intervals: "Message TO=ls, Link Down TO0=7s"
Serial dewvice "COMS™ opened: 9600 baud, § data bits, no parity and 1 stop bits, 3ws gap supervision ting

L -

11:11:33.963

Test for Hlave ...
11:11:34.976

Station B-»& Link established
11:11:35.017

Gtation A->B Link established
11:11:=37.070 1-=1

Read #0
Class 0 Data (Static Data): All objects

11:11:=37.124 1-=1 Confirm #0
11:11:37.280 1->1

Response #0 [IIN: Clsslav DvceRestrt]
Binary Input: 14..+16..29
Bit 15 14 13 1z 11 10 & E 7 3 5 4 3 2 1 i}
{ ld+ 0) Ox5001|off ON off ON off off off off off off off off off off off ON
Binary Input: 33..+16..43
Bit 15 14 13 1z 11 10 & E 7 3 5 4 3 2 1 i}
{33+ 0) Ox0000|off off off off off off off off off off off off off off off off
Binary Output Status: 0..+4..3
i 0+ 0} 0x0lloff local remote comlst restrt ONLINE
i O+ 1) Ox0Ol|off local remote comlst restrt ONLINE

<| | :

[onPa-1980 [19:34236 [ Link down . CTS DSR R |

(For details enlarge picture!)

Delivery

= The delivery includes

» printed installation manual :
» CD-ROM with installation, documentation and examples <
» USB-, parallel port- or PCMCIA-dongle to license the protocols
(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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COMPRQOTware: Testtool CD-ROM

CD-ROM & Document . _ . _

= CD-ROM contains the installation, documentation and examples.

Documentation

= The directory \doc contains the description of the software its self: Installation
Manual, User’s Manual, and Programer’s Guide; all material comes in German and
English, and the User’s Manual additionally in Italian

= \doc\Support contains descriptions of CPT I-related problems and advanced topics,
like remote license updating

= In \doc\Marketing the data sheet, the end user price list and the presentation can be
found.

(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23

Real Thoughts GmbH Page 3



Real Thoughts

COMPROQOTware: Testtool

) Installation of CPTT
Installation

= The CPTT installation is based on Microsoft Windows Installer

= It is described in detail in the Installation Manual

=~ New releases are installed parallel to old ones; in case of problems with the new
release you still have access to the old one. Old releases can be very quickly uninstal-
led using Microsoft Windows Installer

= The installation occurs in five steps (sequence at will, dongle not necessary):
» Installation Java Runtime Environment for Windows x86 (32 Bit):
http://java.com/download
» Installation WibuKey Runtime for Windows (Windows 32/64 Bit, multilanguage):
http://www.wibu.com/us/downloads-user-software.html
~ Installation of COMPROTware:Testtool
Start with \1X86_WIN32\CPTT\setup.exe

» Installation WinPcap
http://www.winpcap.org/

~ Installation of RIO Server
The installation of this option is described later on

= Normaly, the standard values can always be used

ntation, 22. Mai 98
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COMPRO Iware:Testtool Licensing
Licensing o o | | |

= For simulation and monitoring a license is required; Offline Analysis can be done wit-
hout a dongle any time

~ CPTT may be installed on any computer; a license is only required for simulation and
monitoring

= The protocol specific licenses are stored in the dongle; only if a license for a protocol
is stored in the dongle simulation/monitoring is possible

= Dongles are programmable:
~ A bit pattern in the dongle is used to control which protocols are licensed
~ Only one license per protocol can be stored on a dongle, but for all protocols a

license can be stored on a dongle.
~ With remote programming, by exchanging a context file and an update file, the
content of a dongle can be altered over electronic media

= The dongles are deliverable as
~ Dongle for USB
~ Dongle for parallel port
» Dongle for PCMCIA slot
» For more information about dongles, see http://www.wibu.com/

(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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Start and General Handling Start

= As usual under MS Windows, CPTT is started from the Start menu or by double-
clicking on the icon on the desktop

= On program startup the configuration of the last program execution is restored.

= CPTT can be started several times, even several simulations may run at the same time

~ User Engine Classes (see further below) can be loaded and started during program
startup

General Handling

=~ The handling of CPTT meets the typical rules under MS Windows; with shortcut keys
frequently used functions can be accessed very quickly

~ The following file extensions are associated to CPTT:
~ .mlg for Message Log files (protocol traffic logs)
~ .mls for Message List files (message lists)
~ . cptt for configuration files (parameter sets)

= CPTT destinguishes between four operating modes:
» Pure display of protocol traffic (Operate -> Stop)
» Simulation of a Master (Operate -> as Master)
» Simulation of a Slave (Operate -> as Slave)
» Monitoring (Operate -> Monitor)

ntation, 22. Mai 98
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COMPROQOTware: Testtool

Examples Examples

= The delivered Messages List examples under c:\Program files\realthou-
ghts\comprotware\testtool\doc\<RELEASE>\MLS_Examples with name suffix
*_Std_Example.mls always carry out a complete demo of both Master and Slave;
the Message Lists must be imported throught Edit -> Message List Storage ... and
then the menu item File->Open from ...

= Depending on which protocol you have licensed:
~ Is it a serial line-based protocol? Then connect two serial ports and run one tool on
one port as Master and another tool on the other port as Slave.
» It’s even easier with network-based protocols: one instance of the testtool runs as
Slave, the other runs as Master Station (hence the IP address has to be set to
127.0.0.1 (Localhost))

~ The delivered examples should help you understand CPTT and give you some insight
on the protocol

ntation, 22. Mai 98
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Simulation Simulation

= CPTT can simulate Master as well as Slave (Controlling and Controlled Station or
Master and Outstation respectively) for all implemented transmission protocols

= First through Edit -> Protocol Profile ... choose the desired protocol from a protocol
family; the station name makes the grouping of the different windows easier

=~ In the next window, the protocol specific parameter must be specified; for each pro-
tocol, there’s a separate set of parameters and a separate input mask; the default val-
ues of CPTT meet common usage conditions

= Now with Operate -> as Controlling/Operate -> as Master or with Operate -> as
Controlled/Operate -> as Slave you can simulate a control system or a sub device;
Operate -> Stop stops the simulation

= In the window’s title, the operation mode will be displayed: Controlling, Master,
Controlled, Slave, Monitor, ...

= In the footer, the choosen protocol, the current time, state of the link (UP, down), the
receiving of characters through animation and the modem signal CTS, DSR and RI
are displayed:
il

|IEI3 G0270-5-101 Unbalanced 14:38:52 Link UF = CTS DSR Rl

Vorlage Prasentation, 22. Mai ‘98
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. ) Simulation - Continuation
Simulation

= The protocol traffic is classified by colors:
~ The border color of the display window indicates the operation mode
» Messages sent by CPTT are in bold
~ InIEC 60870-5-104: green is always Controlling, blue is always Controlled
» In serial protocols: green is always Master, blue is always Slave;
except with IEC 60870-5-101 balanced: green is always dir, blue is always DIR

& COMPROT ware: Testtool - Karlsruhe - Controlling k M= 3
File Edit Operate Extra Help

Used protocol profile: "IEC 60870-5-101: Transw.proc.: unbalanced, Link Addr.: 1, EZ[J
Used timeout interwvals: "Message TO=1s, Link Dowm TO=7s"
Serial dewice "COMZ2" opened: 9600 baud, § data bits, no parity and 1 stop bits, 100

18:25: 10,293

Test for Controlled 3tation ...
18:25:10.450

Link established
15:25:10.5358 M EI NA 1 [init +1] 0 C0I=local power switch on, initializaty—
18:25:10.5M C IC HA 1 [act +] 0 Q(0I=Station interrogation {(glohal})
15:25:10.730 C_IC N4 1 [actcon +1 0 Q0I=3tation interrogation (global)
18:25:10.806 M _SP_NA_1 [inrogen +] 1 SPI=1|0n [I¥ nt sh hl]

=

18:25:10.870 M DP_NA 1 [inrogen +] 2 DPI=0|Int [I¥ nt sb BL]
15:25:10.5926 M DP_NA 1 [inrogen +] 10203 DPI=1|0ff [IV nt sb EL]
15:25:10.594 M DP_Ni 1 [inrogen +] 10204 DPI=Z|0n [IV nt sb EL]
15:25:11.072 M DP_NA 1 [inrogen +] 10205 DPI=3|Ind [IV nt sb EL]
15:25:11.123 M 3P_TE_1 [inrogen +] 10101  3PI=1|0n [IV NT sb bl] 99
15:25:11.203 M 3P_TE_1 [inrogen +] 10102 SPI=0|0EE [IV NT sb bl] ke [
<| | »
[IEC 508705101 Unbalanced [18:25:21 [ LinkuP = CTS DSR RI |

= About the state of the connection (displayed in the footer):
» Link down: no connection established; with Master simulation CPTT tries to ini-
tiate a connection by sending restart frames
~ Link UP: connection established; messages on Application Layer are exchanged

Vorlage Prasentation, 22. Mai ‘98
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COMPROqure. Testtool Protocol Profiles
Protocol Profiles
= Physical Layer with serial line-based protocols:
Physical Layer: v ;|
Simuiation & Line Listening device: J
Serial Comm. Device A Im : |QEI:|I:| j |B,N,1 j

RTS: IDisahIed vI CTS: |Ignﬂre ']
OTR: ICnnStanH vI DER: |Ignﬂre ']

Second device for Line Listening:

Serial Comm. Device B: |comz =] ¢ |seon =], [3E1 =] ~
Ll Ll Ll

» The simulation runs with Serial Comm. Device A;
the setting for the modem signal displayed here represents a direct connection

» Both Serial Comm. Device B and Serial Comm. Device A are used for the monito-
ring of serial line-based protocols; the modem settings will be ignored

Vorlage Prasentation, 22. Mai ‘98
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Protocol Profiles Protocol Profiles - Continuation

= Physical Layer in network-based protocols:
g

Physical Layer:

I

According o standard:

Controlled Station IP Address: J||12? : |n : |n : |1

Fart ko |24|:|4

Implermentation specific:
Contralling Station IP Address: '112? . |n . |n . |1
Metwork Adapter for Listening): |[2] SiS 900 Pl Fast Ethernet Adapter j

[

~ During simulation of a Controlling Station, the Controlled Station IP Address indi-
cates the IP Address of the Controlled Station; 2404 is the port no. for the connec-
tion establishment according to the IEC 60870-5-104-standard

» During monitoring, the Controlled Station IP Address and the Controlling Station
IP Address are filter for the display of network packets; the value 255 is the wild-
card value

ntation, 22. Mai 98
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Protocol Profiles

Protocol Profiles - Continuation

= Link Layer, parameters according to the standard:

LPCL

According o standard:
Transmission Procedure:
Direction Bit:

Address lenath [octets]:
Link Address:

Frame length {net) [octets]:

g =

Struct. Link Address Format: I

unbalanced = J
[ =l

Link: [1 =]
Il—
(d

|Decima| j
255

=

~ Transmission procedure: unbalanced (polling) or balanced (spontaneous)

Vorlage Prasentation, 22. Mai ‘98
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COMPROTware:Testtool

Protocol Profiles Protocol Profiles - Continuation

= Link Layer, implementation-specific parameters:
: ) 4]
Implermentation specific:

Delay atter Connection closed [s]: Il

Disahle Link Laver Enging: [ [
lge SingleContralCharacter: IYES vI

TestLink Period [s]: |3|:|
Inter-Message Delay [ms]: Il

Camim. Gap Timeout enahled: [ [

Camim. Gap Timeout Multiplier: Il

~ Delay after connection closed: delay after a connection loss, before a new connec-
tion is tried to be established

~ Disable Link Layer Engine: Link Layer Engine is deactivated (e.g. for connection
reestablishment)

» Use SingleControlCharacter: should the Single Control Character Oxe5 be used?

» TestLink Period: duration period for TestLink-cycles

» Inter-message Delay: min. delay between the last received and next sent message

» Communication gaps are delays between two characters on a serial line; within a
frame, gaps are not allowed; here the supervision of comm. gaps can be enabled
and a timeout multiplier for tolerated gaps can be specified

Vorlage Prasentation, 22. Mai ‘98
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Protocol Profiles Protocol Profiles - Continuation

= Link Layer, implementation-specific parameters:

i s s -
Message Timeaout Multiplier: J
Link Do Timeout Multiplier: 1

Test&Act - 26, TxACD:
Test&Act- 2%, 1xDFC:

7]

[

» Message Timeout Multiplier: message reception timeout multiplier; reference time
is calculated based on frame length and baudrate

» Link Down Timeout Multiplier: multiplier for link down timeout; reference time is
calculated based on frame length and baudrate

» Test&Act - 2x-, IXACD: if set, during Controlled Station simulation the ACD bit
is set in every third response frame

» Test&Act - 2x-, 1XxDFC: if set, during Controlled Station simulation the DFC bit is
set in every third response frame

ntation, 22. Mai 98
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COMPROTware: Testiool Protocol Profiles - Continuation
Protocol Profiles
= Application Layer, according to the standard and implementation-specific:

ASDLE: - ]
According o standard:
Address lenath [octets]: Cammaon; m Infarm.bj.: IE
Field length [octets)]: Cause of Transm.: m
Struct. Comman Address Format; |%d |Decima| =]
Struct. Info. Obj. Address Format: I%d |Decima| j

Ioplermeantation specific: J
Auto ACTCONEACTTERM: [ves =] =

» Auto ACTCON&ACTTERM: if set, then on each command an ACTCON and if
necessary an ACTTERM will be sent

Vorlage Prasentation, 22. Mai ‘98
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COMPROQOTware: Testtool

Simulation Examples Simulation Examples

= Now, the examples for IEC 60870-5-101 or -104 resp. should be read: open the files
IEC60870_5_101n104_Std_Example.mls and
IEC60870_5_101n104_All_Typeldents.mls (when reading the last file, don’t
delete the Message List Storage)

~ CPTT can be started several times on a computer: use your computer to simulate both
Master and Slave; with a network-based protocol use the IP address 127.0.0.1 (local-
host) for simulation, with a serial line-based protocol connect two serial ports with a
cable

ntation, 22. Mai 98
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COMPRO Tware:Testtool Navigation
Navigation ,

= Using the keys cursor up und down, Page up and Page down and Posl, STRG+Posl
and End, you can navigate through the window.

= Normally the view is updated ,,in place®, so that the newest protocol traffic is shown
continously.

= By scrolling up the snap-on is freed. The scroll back buffer allows the examination of
previously exchanged messages.

= You return to the updated display by pressing the End key

= Navigation within the storage can be done anytime, even during monitoring and
simulation

(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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Formatting Options

Formatting Options

Real Thoughts

= The window with the formatting options appears over the background menu (right
mouse button) and Formatting Options ...; alternatively, the formatting options can be

changed with the shortkeys <b>, <v>, <h> and

= Formatting options (all combinations allowed):
~ Time only or with date
» Verbose, multiline

<I>

09:45:28.465
S1M_ME_NA 1|measured walue, normalized walue
WE0 [530, W=7], [COT=Z0l|inrogen, tst pn], Originator=0x00
Ca=4351
I0A=131124
WVA=0x110b|0.133145
005 [iw nt sb bl ow]

« [

or brief, single-lined

09:45:268.465 M ME NA 1 [inrogen +] 4351 131124 NVA=0.133
{ 13112441 ) NVA=0.298
[ 13112442 §  NVA=-0.421
i 1£§124+3 ) NVA=0.260

[iv nt sb bl
[iv nt sb bl
[iv nt sb bl
[iv nt sb bl

o%]
o%]
o%]
o%]

4

» Hexdump included

09:45: 25,465
Ox68 0xE22 0x158 O0x00 O0x02 0x00 0x09 0x37 O0x14 O0x00
Oxff O0x10 0x34 0x00 0x02 Ox0b Ox11 0x00 O0x17 OxE6
0x00 OxZb Oxca Ox00 Ox57 Ox2Zl Ox00 OxcO Oxed OxO00
Oxeb OxdS Ox00 Oxd? Ox21 O0x00 %

M ME NA_l [inrogen +] 4351 131124 NVA=0.133 [iv nt sh bl av]
[ 13112441 | NVA=0.295 [iv nt sh bl av] =
al I .

~ With or without Link Layer

09:45: 25,465 ’j
I: 55N=12, R3N=1 —

M ME NA_l [inrogen +] 4351 131124 NVA=0.133 [iv nt sh bl av]

[ 13112441 | NVA=0.295 [iv nt sh bl av]

[ 131124+2 | NVa=-0.421 E@ [iv nt sh bl av]

[ 13112443 ) NVA=0.260 [iv nt sh bl av]
[ 131124+4 | MNVA=-0.Z13 [iv nt sh bl av] =

Vorlage Prasentation, 22. Mai ‘98
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Formatting Options Formatting Options

= Specially for information captured on the network (not for simulation): display of
Ethernet Frames and/or TCP Headers is possible

Ethernet frame:
00:10:7B:7F:FC:07 <- 00:00:23:09:01:27; Type=0x0300
IP datagram:
Vrsn=4, Hdrlen=5%*3Zbit, To3=0, Length=154; Id=1120, Flgs=0, From0ffst=0; TtlL=64, Prtcl=6, Chksm=2723
172.28.144.3 -» 172.258.131.1
TCP header:
Port: 2404 -»= 3494
Seqio=2404421902, AckNo=1037095064
Data 0ffset=5*3Zbit, Control Bits=0x15|urg ACE P3H rst syn fin, Window=519Z2; Ckswm=53765, UrgntData=0

00-05-22 09:45:25.465 ’j
—

M ME Ni 1 [inrogen +] 4351 131124 N\mh.lSS [iv nt sb bl ov]
[ 13112441 | NVA=0.295 [iv nt sh bl av]

= Filter for type indication, cause of transmission und station address through Format-
ting Options ... -> Message Filter ...

o) -
E.'_i’iMessage filter ..

Type ident Fittar:
[V m_sp [ M_DF [ M_sT
[V m_Bo [ M_ME [ m_IT
[ m_ep [+ m_Ps
[Tes [rx e
[¥ m_El

Cause Of Trahsmission Fiiter:
|7 Feriodicieyclic & hackground

|7 Spontan
|7 Interrogation gen.
[+ File
|7 Others o
[ apply Address Filter: {170 %
Cancel | é
(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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Formatting Options

Real Thoughts

= The formatting options can be modified any time, even during simulation or monito-

ring

= A grey wavy line indicates that on that spot a message is being filtered (not displayed)

09:45:268.465 M ME NA 1 [inrogen +] 4351 131153 NVA=0.10% [iv nt sb bl ov]
{ 131153+l ) NVA=0.294 [iv nt sb bl ov]
{ 13115342 ) NVA=0.209 [iv nt sb bl ov]
{ 13115343 ) NVA=0.189 [iv nt sb bl ov]
o { 131153+4 ) NVA=0.000 [iv nt sb bl ov]
089:45:32.211 M ME NA 1 [inrogen +] 4351 131159 NVA=0.248 [iv nt sb bl ov]
{ 13115941 ) NVA=0.000 [iv nt sb bl ov]
{ 13115942 ) NVA=0.000 [iv nt sh bl ov] =

Vorlage Prasentation, 22. Mai ‘98
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Display Info-elementes Display Information Elementes

= General rules for presentation:

09:45: 25,465
M _ME N& 1|measured walue, normalized walue
Van [30, N=T7], [COT=20|inrogen, tst pn], Originator=0x00
Ca=4351
Toa=131124
NVA=0x110b|0.133143
QD3 [iw nt sb bl ov]

< I
~ Alternative representations (e.g. decimal and clear text) are separated by |;
helpful, because very often both coding and clear text or decimal and hexadecimal
value are of interest
~ Groups are embraced in [ and ], and are mostly named;
this allows to easily link to hex representation
~ All bits are displayed, set bits in capital, clear bits in small letters;
you always know which qualifiers an element has

= In the display mode BRIEF only a few representations are shown, in VERBOSE all
necessary ones are there

Vorlage Prasentation, 22. Mai ‘98
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COMPROTware:Testtool
IEC - Siructured Addresses IEC 60870-5-101/-104 - Structured Addresses

= Structured addresses devide the address octets into smaller units
=~ CPTT offers a very flexible display:

~ Bit groups can be named

» Display in decimal and hexadecimal

» Predefined templates make the selection easier

= Format: V=%23_16d F1d=%15_8d Dev=%7_0d is 8-8-8
~ Strings can contain any desired character
~ % (escape symbol) initiates a value, $% results in $
~ Optional: bit positions are specified from higher to lower bit; a higher bit position
is separated from a lower one by _
~ For decimal representation use d, for hexadecimal x
~ If no bit positions are given, then the entire address field is used

» %23_16d means that bit 23 to 16 (starting with bit 0) are shown decimal
~ %d|%x means that the address field is first shown in decimal and then in hexadeci-
mal, separated by a |, e.g. like 192 | 0xc0

ntation, 22. Mai 98
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Settings & Statistic Settings

= To control the memory use, the size of the Message Storage (memory for the protocol
traffic) can be restricted to a value between 3.000 and 1.000.000 (Edit -> General
Preferences ...)

= Pure Link Layer information may be dropped directly after reception (Edit -> Gene-
ral Preferences ...). Thus, the event polling doesn’t waste any entries in Message
Storage

Statistic

=~ Miscellaneous statistical values about running/last connection and about CPTT are
shown by the window Extra -> Statistics; the values are cyclically refreshed

& Statiztics - Karlsruhe k !EIE
Link isfuas up since: 02-12-05 14:22:21
Sent: 24 buffers /492 bytes
Recejived: 5 buffars £ 50 bytes
Bad characters: u]
Bad frames: u]
Frames repeatad: u}
Connections lost: u]
Meszage Storage: 235 uzed of 1000000 (2.8 usad)
Time CPTT started: 0Z-12-05 14:10:11
Elapzad CPU time: 12min
Fhys. memony used [bytes] 1281
Wi, memony used [bytes]: 1905k

Java Runtime Enwvironment [bytes]: 91694 free of 2.50

Clear

Vorlage Prasentation, 22. Mai ‘98
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Monitoring Monitoring

= Monitoring is possible with serial line-based protocols through two serial interfaces,
and with network-based protocols through the network adapter

= Concerning monitoring of network-based protocols: with MS Windows no additional
components are required but you get better results if WinPcap is installed; monitoring
of IEC 61850 GOOSE is only available if WinPcap is installed

= Monitoring is started in Operate -> Monitor and through Operate -> Stop stopped
again

= With serial line-based protocols: both serial devices used for monitoring will be choo-
sen from the list of available devices within the protocol profile; the modem signal
settings are ignored:

Physical Layer:
Simuiation & Line Listening device: J

Setial Comm. Device A [0 I o EEEE P EXRIEA
RTS: IDisahIed vI CTS: |Ignﬂre ']
DTR: ICnnStanH vI DsR: |Ignﬂre ']

Second device for Line Listening:

Serial Comm. Device B: |comz =] ¢ |seon =], [3E1 =] ~

,-\.,,u,l .«.,,,,,1' n,,,,,.l

Vorlage Prasentation, 22. Mai ‘98
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COMPROTware: Testtool Monitoring - Continuation
Monitoring , .
= With network-based protocols: to do Network Monitoring, the IP address of both par-
ticipants and the network adapter must be set in the protocol profile; if an IP address
is unknqzvn,.ZSSl can be used a wildcard value:
Physical Layer:
According o standard:
Controlled Station IP Address: 4 |28 . |138 . |129 . |11
IP Frotocol: Im
Port Mo IZDDDD
Implermentation specific:
Contralling Station IP Address: 4|62 A FECH o FETR  E
Metwork Adapter for Listening): |[2] SiS 900 Pl Fast Ethernet Adapter j Ll
» Only with DNP3 over LAN/WAN: select transmission protocol: UDP/IP or TCP/
Ip
» Network Adapter specifies the network adapter which is used to monitor on the
network
~ Only the network traffic that passes by the network adapter can be monitored.
~ Switches are used for balancing the network load, hubs are used to distribute net-
work packets; a switch only forwards network packets to its destination, prevent-
ing network monitoring on arbitrary packets )
(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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COMP ROTwa(e. Testtoo/ Network Monitoring
Network Monitoring
= Standardized model for information exchange:
ISO/OSI Referenzmodell Internet Protocol
Application Layer 7
Presentation Layer 6 Application
Session Layer 5
Transport Layer 4 TCP / UDP
Network Layer 3 IP
Ll Lot 2 Physical Layer
Physical Layer 1
= MAC-Address: 00-00-b4-82-c8-ce
IP-Address: 192.168.111.1 with network mask ff:ff:ff:00 or /24
TCP/UDP Ports: port no. at both client and server
= Hub: physical link between network adapters
Switch: like a hub, but with filtering on the physical layer
Router: connects networks on the IP layer .
(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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Network Monitoring

Network Monitoring

= Additional tools delivered by the operating system:
~ With all these tools, you get help through the option “-?*

~ ipconfig.exe - IP configuration of MS Windows

5 Eingabeaufforderung
D:%»ipeonfig FALL

Windows HT IP-Konfiguration

Host-Hame
DHS-Server. . . . . . . . . =
KEnotentyp

HetBI0OS-Bereichs-10
IP-Routing aktiviert
WIHS-Proxy aktiviert
HetBIDS-Auswertung mit DHS

Ethernet-fAdapter HEZDO01:

Beschreibung
Physikalische Adresse
DHCP aktiviert
IP-fAdresse

Subnet Mask
Standard-Gateway

Ethernet-fAdapter 5i1SHICZ:

Beschreibung
Physikalische Adresse
DHCP aktiviert
IP-fAdresse

Subnet Mask
Standard-Gateway

: geordi.reatho.de

192 16811146
Broadcast

Hein
Hein
Hein

Hovell 2000 Adapter.
00-00-B4-82-C8-CE
Hein

199.0.90.226

255255 355.10

§15 HIC SISHIC
00-40-33-E2-2F-8E
Hein

192 1681114

255 2552550

192 16811146

Real Thoughts
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COMPRO Tware:Testtool o
L Network Monitoring
Network Monitoring , , ,
~ arp.exe - [P/physical address mapping table (Address Resolution Protocol)
Delivers list of all known pairs

5 Eingabeaufforderung

bD:vrarp -a

Schnittstelle: 192.168.111.4 on Interface 3
Internet-Adresse Physische Adresse Tup
192 1681111 00-01-02-e1-0b-03 dvnamisch
122 168.111.6 00-50-fe-5F-c?-ae dynamisch

| 3

Or only the physical address to an IP address

5 Eingabeaufforderung

D:wrarp -a 1921681111

Schnittstelle: 192.168.111.4 on Interface 3
Internet-Adresse Physische Adresse Tup
192 1681111 00-01-02-e1-0b-03 dynamisch

| 3

(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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Network Monitoring

Network Monitoring

~ ping.exe - checks accessibility on IP layer

5 Eingabeaufforderung
D:v»ping 192 168_111.1

Ping wird ausgefiihrt fir 1%2.168.111.1 mit 32
von 192_168_111.1: Bytes=32 feit=10ms

von 192_168_111.1: Bytes=32 feit<1lms
von 192_168_111.1: Bytes=32 feit<1lms
von 192_168_111.1: Bytes=32 feit<1lms

X

Bytes Daten:

TTL=255
TTL=255
TTL=255
TTL=255

Real Thoughts

» pathping.exe
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COMPRO Tware: Testtool bt
Y Network Monitoring
Network Monitoring _
~ route.exe - network-routing table
Which target (host or network) is reachable using which gateway through which
interface?
5 Eingabeaufforderung
bD:%w»route PRINT
HS TCP Loopback interface
Hovell 2000 Adapter.
§i§ HIC SISHIC
Hetzmaske y Schnittst. HMetrik
.0 0.0.0.0 6 192.168.111.4 1
.0 255.0.0.0 1 1
.0 255_955_ 955 | i 1
.4 255 255 255 35§ 1 1
§5 255 255 255 355 i 1
199.0.90.0  255_255.255.0 3 1
199.0.90.226 255.255.255.255 1 1
199.0.90.255 255_255_255_ 255 b 1
224.0.0.0 224.0.0.0 i 1
224.0.0.0 224.0.0.0 199.0.90.226  199.0.90.226 1
255.255_255_ 255 255 255 255 255 199.0.90.226  199.0.90.226 1
(C) Copyright 2002-2016 - All Rights reserved CPTTTrainingEN.fm, 2016-11-23
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COMPRO Tware:Testtool T
L Network Monitoring
Network Monitoring
~ tracert.exe - way to a host
Show me all hosts on the way to my target
5 Eingabeaufforderung
D:%>tracert wvume. heise.de
Verfolgung der Route zu wamr heise.de [173.99.144.71]
iiber maximal 30 Abschnitte:
mns <10 ms data.reatho.de [172_168.111.6]
ms <10 ms 10 62_138_.128.113
ms OO ms 251 62_138_148.77
mns 51 ms 6l 0-0-ffmb02r01.highwavone.de [62_138.225_98]
mns 50 ms 50 rrws-frnk-delé-1Ind-1-0.nw.mediaways.net [213.20.
249 _185]
[ 50 ms 50 ms rrws—-frnk-del?-1In5-0-0.nw.mediaways.net [213.20.
255.4]
7 50 ms 6l ms de-cix?._ ffm.plusline.net [80.81_1%3.132]
8 6l ms 6l ms c2?_f.de.plusline.net [213.83.57.53]
b 1 ms 1l ms vy heise.de [193.99%._144_71]
Route-Verfolgung beendet.
| 3
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Real Thoughts GmbH Page 31



Real Thoughts

COMPROTware:Testtool

Network Monitoring Network Monitoring

A netstat.exe -¢
Statistic Ethernet-Frames

3 Eingabeaufforderung

D:%»netstat -e k
Schnittstellenstatistik

Empfangen Gesendet

Bytes 20385660 4256040

Unicast-Pakete 25865 23363
Hicht-Unicast-Pakete 3208 1824
lerworfen 1]
Fehler 257
Unbekannte Protokolle

(R

A netstat.exe -S

Statistic IP-Layer

Empfangene Pakete

Empfangene Vorspannfehler
Empfangene Adreffehler
Weitergeleitete Datagramme
Empfangene unbekannte Protokolle
Empfangene verworfene Pakete
Empfangene iibermittelte Pakete
flusgabeanforderungen

Verworfene Routing-Pakete
Verworfene Ausgabepakete
fAusgabepakete ohne Routing
Hevaufbau erforderlich

Heuaufbau erfolgreich

Heuaufbau erfolglos

Erfolgreiche Datagrammfragmentierung
Erfolglose Datagrarmmfragmentierung
Erzeugte Fragmente

ICHP -Statistik

Vorlage Prasentation, 22. Mai ‘98
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Network Monitoring

Network Monitoring

ICHP-Statistik

Empfangen
hé

Hachrichten

Fehler

fiel nicht erreichbar
feitiiberschreitung
Parameterprobleme
Quelldrosselung
Redirects

Echos

Echo-Antworten
feiteintrige
feiteintrag-Antworten
fAdreBmasken
AdreBmaske-fAntworten

TCP-Statistik

fiktiv gedffnet

Passiv gedffnet

Erfolglose Uerbindungsversuche
furiickgesetzte Uerbindungen
fiktuelle Verbindungen
Empfangene Segmente

Gesendete Segmente

Erneut iibertragene Segmente

UDP-Statistik

Empfangene Datagramme
Keine fAnschliisse
Empfangsfehler
Gesendete Datagramme

(R

Gesendet

—————FJ 111 2 F-J
[T ]

Real Thoughts
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COMPROQOTware: Testtool

L Network Monitorin
Network Monitoring 9
= Typical connection establishment
11:58:36.777
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1034 ->= 2404
Seqilo=41421, AckNo=0
Data Offset=6%32bit, Control Bits=0x02|urg ack psh rst 3¥N £in, Window=3519Z: Ck=n-
TCP Option: Kind=2|Maximum Segment 3ize, Length=d4d: 1
11:58:36.777
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 ->= 1034
Seqilo=35313791165, AckNo=41422
Data 0ffset=6%32bit, Control Bits=0xl2|urg ACKE psh rst 3YN £in, Window=519Z: Ck=n-
TCP Option: Kind=2|Maximum Segment 3ize, Length=d4: 1
11:58:36.777
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1034 ->= 2404
Seqilo=41422, AckNo=3313791166
Data 0ffset=5*%32bit, Control Bits=0xl0|urg ACE psh rst svn £in, Window=3760; Ck=zn-
11:55:37.108
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1034 ->= 2404
Seqilo=41422, AckNo=3313791166

Data Offset=5%32bit, Control Bits=0x15|urg ACSE gyn fin, Windew=8760: Cksw-

T: ZTARTDT act
11:55:37.108
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 - 1034

Vorlage Prasentation, 22. Mai ‘98
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COMPROQOTware: Testtool

Network Monitoring Network Monitoring

= While connection is established

11:55:37.165
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 -> 1034
Seqlo=3813791172, Au:}ﬂ-I
Data 0ffset=5*%32bit, Control Bits=0xl18|urg ACE P3H rst zvn £in, Window=319Z: Ck=sn:

I: 535N=0, R3N=1
C_IC Nia 1 [actcon +] 12 0 QO0I=%tation interrogation [global)
11:58:37.268
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1034 ->= 2404
Squ-IAc}ﬂ-ID:ﬂSlSTEIllSS
Data 0ffset=5%32bit, Control Bits=0xl0|urg ACE psh rst svn £in, Window=3733: Cksn:
11:58:37.278
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 ->= 1034

Seqilo=353137911585, ) AckNi=41444
Data 0ffset=5*%32bit, Control Bits=0xl18|urg ACE P3H rst zvn £in, Window=319Z: Ck=sn:

I: §5N=1, R3N=1
M SP NA 1 [inrogen +] 12 265 SPI=1|0n [iv nt sb bl]
267 SPI=1|0n [iv nt sb bl]

I: 358N=Z, REN=1

M SP NA 1 [inrogen +] 1z 10016 SPI=0|0ff [iv nt sb bl] 8

{10016+l | SPI=0|0ff [iv nt sb bl] 3

{  lO00lg+z | SPI=0|0ff [iv nt sb bl] H

{  lO001l6+3 | SPI=0|0ff [iv nt sb bl] H
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COMPROQOTware: Testtool

Network Monitoring Network Monitoring

= Typical connection shutdown

11:58:36.527
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 ->= 1033
Seqilo=3302051444, AckNo=41503
Data 0ffset=5%32bit, Control Bits=0xl1l|urg ACE psh rat syn FIN, Window=3192: Cksm=
11:58:36.527
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1033 ->= 2404
Seqilo=41503, AckNo=3302051445
Data 0ffset=5%32bit, Control Bits=0xl0|urg ALCE psh rat syn f£in, Window=3220; Cksm=
11:58:36.527
IP datagram: 171.26.177.141 -»= 171.26.177.150
TCP header:
Port: 1033 ->= 2404
Seqilo=41503, AckNo=3302051445
Data 0ffset=5%32bit, Control Bits=0xll|urg ALCE psh r=t syn FIN, Window=322Z0; Cksm=
11:58:36.537
IP datagram: 171.26.177.150 -»= 171.26.177.141
TCPF header:
Port: 2404 ->= 1033
Seqilo=3802051445, AckNo=41504
Data 0ffset=5%32bit, Control Bits=0xl0|urg ACE psh rat syn f£in, Window=3192: Cksm=

Vorlage Prasentation, 22. Mai ‘98
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COMPRO Iware:Testtool Message Storage
Message Log files T , o _ . ,

= During simulation or monitoring, the entire protocol traffic is saved in the Message
Storage

= The content of the Message Storage can be written into a file

= Always raw data is saved in the Message Log files, not processed data; for Offline
Analysis all formatting options keeps available

= The protocol profile is also saved, so that when the file is loaded again, the right para-
meters are immediately set

= The current content of the Message Storage can be saved through File -> Save as ... ;
don’t forget to use the filename extension .mlg in the directory dialog

Logging

=~ Additionally, during simulation or monitoring the protocol traffic can be logged in a
file (File -> Log to file ... and File -> Close Log file); this file can be of any length,
allowing extensive recordings (that last days) to be created, that would otherwise not
fit in the Message Storage

Access to Message Log files

= Through File -> Open from ... a Message Log file can be read

= A very long log file can be divided into smaller pieces through Extra -> Split Log file .
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COMPROQOTware: Testtool

Offline Analysis Offline Analysis

= For postprocessing of the recorded protocol traffic
= The Offline Analysis requires no license

= Enables you to calmly go through the protocol traffic, to document and to draw the
right conclusions

= Through File -> Open from ... a Message Log file can be retrieved again; with the cur-
sor keys, the protocol traffic can be navigated, and using the shortcut keys the desired
formatting options can be choosen

Exporting to file

~ Extra -> Export to file ... allows the content of the Message Storage to be exported to
a file based on the previously choosen formatting options

Erase Message Storage

= Clear in the background menu deletes the Message Storage content

ntation, 22. Mai 98
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COMPRO Iware:Testtool :
: Message List Storage
Message List Storage _ . _
= The Message List Storage contains all the message lists
= Through Edit -> Message List Storage ... a view of the Message List Storage can be
opened
E%Hessage Lizt Storage k O] =]
File Edit
C_C5 conmand
C_C3 response
C_IC command
C_IC response
C_RF conmand
C_RF response
Conmand examples
Cyclic List Example
= The message lists names can be choosen freely, but must be unique;
in destinct protocols, destinct message lists have a special meaning, e.g. C_IC
response contains the answer to a IEC 60870-5-101/-104 general interrogation
= In menu File through New, a new (empty) message list can be created, Open from ...
imports message lists and Save as ... saves all message lists in Message List Storage
in a file;
the background menu and the menu Edit allow the editing, renaming, cutting,
copying, pasting, sending and stopping of a message list;
double-clicking on a list name opens a editing window for the list 5
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Message Lists

Message Lists

= A single message list can be stored in a file (File -> Save as ...), by Edit meta-messa-
ges can be edited, copied, pasted, and deleted; double-clicking on a meta-message

opens the editing window

Real Thoughts

= A number of attributes and a list of meta-messages together setup a message list (the

interpretation depends on the choosen protocol!)

= The attributes determine:

»

»

E%Hessage Lizt Storage - Karlzsruhe - C_IC responze

File Edit R

Message send mode:;

Messages per period: 1

Delay between periods [ms]: |1

Humber of periods: 1

Fallowing Messaoge List: Cylic List Example
SDT Cleartext: E_IE_HA_l [actcon +1] 1 0 QOI=Station &
SDT Cleartext: !-I_SP_HA_l [inrogen +] 1 1l ZSPI=1|0n
SDT Cleartext: !-I_IIP_HA_l [inrogen +] 1 2 DPI=0|Int
SDT Cleartext: !-I_IIP_HA_l [inrogen +] 1 2 DPI=1|0ff
SDT Cleartext: !-I_IIP_HA_l [inrogen +] 1 2 DPI=Z|0n
SDT Cleartext: M DP HA_l [inrogen +] 1 2 DPI=2|Ind

If the list is processed once (One time) or cyclically (Cyclic)
In cyclic processing: how many messages should be sent in a period, the delay bet-
ween periods and the number of periods
The next message list

Vorlage Prasentation, 22. Mai ‘98
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COMPROQOTware:Testtool

Specific Message Lists Specific Message Lists

= Message list names reserved for distinct protocols:
» [EC 60870-5-101/-104:
M_EI message - initialization message (after connection establishment)
C_IC command - general interrogation (after connection establishment)
C_IC response - response to general interrogation
C_RP response - response to reset process command
C_CS response - response to synchronization command

» JEC 60870-5-102/-103:
Init message - initialization message (after connection establishment)
GI request - general interrogation (after connection establishment)
GI response - response to general interrogation
ResetProcess response - response to reset process command
ClockSync response - response to synchronization command

» DNP3 and DNP3 over LAN/WAN:
GI request - general interrogation (after connection establishment)
Reset Device Restarted - command to reset the Device Restarted bit
Timesync - response to time synchronization request
Read Classl - response to indication class 1 data available
Read Class2 - response to indication class 2 data available
Read Class3 - response to indication class 3 data available
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COMPROQOTware: Testtool

Specific Message Lists Specific Message Lists - Continuation

~ ABB RP570/571:
Init message - initialization message (after connection establishment)
Status Check request - general interrogation (after connection establish-
ment)
Status Check response - response to general interrogation
Coldstart response - response to reset process command (FCOM 1)
VersionId response - response to inquiry firmware version (FCOM 4)

~ MODBUS:
Cyclic Queries - cyclic list with queries
Response Read coils 1...8 -response; adjust value range
Response Read input discretes 1...8 -response; adjust value range
Response Read multiple registers 1...8 -response; adjust value range
Response Read multiple registers 1...8 -response; adjust value range
Response Read input registers 1...8 -response; adjust value range
Response Read exception status
Response Read general reference 1/2/3/4 - response; adjust value range
Response Read/write registers 1...8 -response; adjust value range
Response Read FIFO queue 8 - response; adjust value range
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Meta-Messages

= The message lists are composed of single meta-messages;
the meta-messages can consist of:

Real Thoughts

~ A complete frame (Link Layer frame) as a hexstring (PDU transparent)
» Payload data (Application Layer message) in clear text or as a hexstring (SDU

clear text or SDU transparent)
» User String
» Delay
~ Abrupt, uncontrolled connection break-off (Abort)
» Controlled shutdown of the connetion (Shutdown)

sage lists

E%Edit messaqge - Karlsruhe - C_IC response

ConstructIEC G073 101 message.

SDU Cleartext Rl NHETES |2 j OptiDnSZISendIConfirm j

Type Ident: Il IM_SP_Nﬁ_‘I j
CoT: IZD Iinrogen j
Common Address: |1 Inforrmation Object Address: |1
S
Yalue: IDKB1 I
|
|98 .|12 .|24 |9 ;|35 |1zuuu ms

ms
Set | Sendl Cancell

= The clear text entry of messages offers a very fast and efficient way of entering mes-
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Sending of single messages

Real Thoughts

= Besides the possibility of editing and sending message lists, single messages can

easily be sent;

therefore, Send message... is available in the background menu of the display windows

E"Eﬁﬁend meszage - Karlsruhe k

Consttuct TEC G0870-3- 107 message:

=10] %]

ISDUtranEparentj Class: |2 = Optinns:laendmnnfirm vI

P

-

||:|
IU__
IDKDD

-

—

—

Hexsatring:
Walue: |0x01 0x02 0x03
El Bl E E EB
I__ ms

|1znnn

Ms

Send | Close |

= The advantage here is that the entry text boxes can be changed rapidly and the mes-

sage can be sent immediately
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User Comments

Real Thoughts

= Throught the window “Send Message* it is possible to add user comments:

B Send meszage - Unknown

Consttuct IEC 608705~ 104 message:

IUserString j |1 TI

k BE B

ISend.fEu:-nfirm TI

| 9 | M_ME_Ma_1

[

I 1 pero
|1__
String:

WValue: ITestE4.3|

j IF'-:-s.I:-:-n. lenTestj

14

—

|IZI}{IZI1

IEdit CratedTime j

|3 B -|11

I__ ms

|14 :|31 |39559 ms

Send | Close |

They are immediately added to the message storage
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COMPROQOTware: Testtool

Sending Message Lists Sending Message Lists

= A single window allows it to easily activate message lists and to stop their execution,;
therefore, in the background select menu item Send Message List ...:

gﬁﬁend Meszzage List - Karlzruhe k O] =]

dend "C C3 command™ i

Jend "C_C3 response”

Jend "C_IC command™

Jend "C_IC response™

Jend "C_RF response”

Send "Command exanples™

Send "Cyclic List Example™

Jend "C_RP command™ |

Jend "M ET messzage™

Close |

= Multiple message lists can be simultaneously executed; but every message list can
only be processed once.
= Through Send the execution will begin and with Stop it will end
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COMPROQOTware: Testtool

Preparing Configurations Preparing Configurations

= Configurations can be prepared comfortably right from your desk and then saved; in
doing so an important step in the preparation for an on-site customer visit can be pre-
viously solved

~ The following belong to a configuration: protocol profile, loaded User Engine Clas-
ses, general preferences and position/size of windows

= Save the configuration using File -> Save Configuration as ..., import the configura-
tion using File -> Open Configuration from ...

= If CPTT must run several times on the desktop with the same configurations, there is
a trick: start CPTT, set configuration and then save it using File -> Save Configura-
tion to user default; the new user configuration has been saved; now you can run
CPTT as often as wanted... all CPTTs have the same configuration
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COMPROQOTware: Testtool

User Engine Classes User Engine Classes

=~ Are plug-ins for CPTT, that are implemented in Java. In the Programmer’s Guide the
API of the User Engine Classes is described; a precondition for the development
of User Engine Classes is an installed Java Development Kit

= Because Java is very similar to ANSI C and C++, it is easy to write User Engine
Classes

~ Java helps to protect programs against crashes from User Engine Classes

~ An example for User Engine Classes will be delivered:
IEC 60870-5-101/-104-Filetransfer

~ Through Edit -> User Engine Classes ... you are able to choose and load User
Engine Classes; if the path in the text field is cleared, then the class will be
unloaded again

= Many other applications are imaginable:
~ File transfer and other Application Layer procedures
» Recreating of device specific pseudo points
~ Controlling the basic functions of a device
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Remote /O Server
=~ The Remote I/O Server separates the display from the reception of protocol traf-

fic. It enables data streams, which are not directly available on a CPT T-running dis-
play computer but can be monitored by remote computers, to be analyzed and
displayed by CPTT. The RIO Server exchanges data with a communication partner
through the remote computer’s communication interface (serial interface, network,
files). The data frames are handed off to CPTT through the network, to be analyzed
and displayed.

W Remote Computer

Display
Computer

o Remote Computer
Communication Partner (< _——"7 | P

YIOMIaN

W Remote Computer

~ The RIO Serveris an independent program, that operates separately from CPTT on
another computer. While CPTT is limited to an MS Windows computer, the light
weight RIO Server runs on many computer architectures (MS Windows, Linux,
Solaris, ...).
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Remote I/O Server _ . .
RIO Server =~ The executable version of RIO Servers for the required computer architecture can be

found on the CD-ROM in the directory \CPRioServer:

& CPRioServer_ 1X86_WIN32 for MS Windows

» CPRioServer_iX86_Linux for PC Linux 2.x

& CPRioServer_ sun4_SunOS_5 for Sun SPARC Solaris 7
= Copy the executable version on your target system.

= Start the RIO Server on the remote computer. So that the RIO Server is always
available, it should be started when the computer is booted or the supervised applica-
tion is started:
» Under MS Windows: Put RIO Server in the registry
» Under UNIX or Linux within the /etc/rd.d scripts
~ Or through a script related to the supervised application
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Pormote 1O Server RIO Client in CPTT

=~ The configuration of the RIO Clients in CPTT can be carried out through
RIO Server Edit->General Preferences:

& General Preferences k ;IQIEI

Appegrance;
MessageView Font size: |12 vI

MessageStorage Preferences:

Max. MessageStorage items: Ill.:,.:,.:,.:,.:,.:,
Log pure Link Layer Message: I‘r’es vI
Create Moms: Mo -

Remole 140 Senet:

Address: |192.168.111.1 :|1793

Caonfiguration String: I:'ile : fvar/tmp/tracel . txt :EWE

Predefd Servers: IdUserdefdb vI
Cancell Ok |

~ In this window, the address (computer name or IP address) of the RIO Servers,
the TCP port no. and the configuration strings can be entered. The configuration
string must be specified from the RIO Servers perspective (see below).
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Remote I/O Server
RIO Clientin CPTT

RIO Client in CPTT

= The following applies for the inputs:

» If there is a correct RIO Server address given, with immediate effect communica-
tion takes place through the RIO Server. If you like to continue without RIO Ser-
ver, just clear the address.

» If predefined settings (as CPTT configuration files) were read, then these can be
selected from Predef’d Servers and accepted.

= “@Ri0“ in the title of the window shows that the communication occurs indirectly
through the RIO Server.
~ Predefined RIO Server configuration can be read through File->Open Configuration
from. The maintenance of these configurations must occur through an external editor.
= The configuration string have the following structure:
<Medium>:<location>[;<location]:<Format>
4 dblsrl:coml, 9600,8nl;com2,9600,8nl:PPP
From two serial interfaces (com1 and com2 each running on 9600 baud, 8 data-, 1
stop- and no parity bits) in format PPP (Point-to-Point Protocol) successive PPP-
frames are caught and forwarded to CPTT.
» file:/var/tmp/tracel.txt;/var/tmp/trace2.txt :RWE
From a file, path and filename is “/var/tmp/tracel.txt* or “/var/tmp/trace2.txt*, in
format RWE all added data frames are consecutively read out and forwarded to

CPTT.
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We have observed... We have observed...

=~ Using Edit -> Protocol Profiles ... a protocol can be choosen from a protocol family,
and its profile can be determined,

= the simulation as Controlling Station/Master or as Controlled Station/Slave is started
through Operate -> as Controlling/las Master or Operate -> as Controlled/as Slave,

= the simulation can be finished again through Operate -> Stop,

= the display formatting of the protocol traffic can be changed using the background
menu (right mouse button) -> Formatting Options ...

= the messages can be saved on a disk (File -> Save as ...) and be opened again (File -
> Open from ...)

= The size of the Message Storage can be controlled using Edit -> General Preference,
as well as whether all Link Layer information should be saved

= For long lasting tests, the protocol traffic can be saved directly into a file through File
-> Log to file ..., logging will be stopped through File -> Close Log file

= This is specially useful during monitoring (Operate -> Monitor und Operate -> Stop)

=~ Large Message Log files can be split into smaller files using Extra -> Split Log file ...,
= the content of the Message Storage, with the selected formatting options, can be saved
in a file by using Extra -> Export to file
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We have observed... We have observed... - Continuation

~ Message lists are processed by Edit -> Message List Storage ..., User Engine Clas-
ses (plug-ins) can be added to CPTT through Edit -> User Engine Class ...

=~ For questions, Help -> About gives you the contact information to contact us!

Real Thoughts GmbH
Haid-und-Neu-Strafle 7
76131 Karlsruhe
Germany

Fon +49-721-6276730, Fax +49-721-6276731

Website www.realthoughts.de
E-mail info@realthoughts.de
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